
0
3

-2
5

 

5
 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

 
26 June 2025 

 

 

Page 1 of 4 

(U) Caveat language here… delete this text if no caveat is needed. 

(U) Prepared by the Intelligence Division of DHS Countering Weapons of Mass Destruction Office (CWMD). This report was 

coordinated within the DHS Intelligence Enterprise and externally with XXX, XXX and XXX. For questions, please contact: 

DHSCWMDIntel@hq.dhs.gov 

CLASSIFIED BY: XXXXXXXXXXXX  |  DERIVED FROM: XXXXXXXXXXXX  |  DECLASSIFY ON: XXXXXXXXXXXXPage 1 

 

(U) Prepared by the Intelligence Division of DHS Countering Weapons of Mass Destruction Office (CWMD). This report was coordinated 

within the DHS Intelligence Enterprise and with appropriate external partners. For questions, please contact: cwmd.intel.rfi@hq.dhs.gov 

 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Food Agriculture/Veterinary 

(U//FOUO) Unsolicited Seed Packages in the Homeland Likely Pose Threats to 

Environment and Agriculture 

(U//FOUO) Unsolicited seed packages, primarily originating from the People’s Republic of China (PRC), 

received by households across the United States likely pose significant challenges for biosecurity and 

may inspire intentional attacks using harmful agricultural products and biological materials in the 

Homeland. Within the past five years, unknown actors with no stated motive distributed several mass 

mailings of unsolicited mystery seeds across the United States. Unscreened agricultural products, including 

biological materials pose a threat to the security of the food and agriculture sector, potentially introducing 

non-endemic bacterial, fungal, and viral vectors to the United States, affecting plant health and the 

economies of related industries. Recent seed packages received from February through May of this year may 

indicate an increasing trend, highlighting persistent attempts by foreign actors to introduce agricultural 

products and biological materials into the United States despite import restrictions. US Customs and Border 

Protection (CBP) intercepted many of these packages. 

• (U) In April and May of 2025, unsolicited 

seed packages were sent to residents in 

Connecticut and California. The Connecticut 

Department of Agriculture and the 

Connecticut Agricultural Experiment Station 

alerted residents on how to safely discard 

the mystery seeds to avoid environmental 

and agricultural risks. According to news 

media, California residents received seed 

packages that appear to have originated 

from the PRC or other countries. We have 

no news media reporting on the origins of 

the seed packages received by the 

Connecticut residents. 

• (U) In February and March of 2025, 

unsolicited seed packages from the PRC 

were mailed to residents across the United 

States through Temu, an online shopping 

platform. The Texas Department of Agriculture collected more than 300 unsolicited seed packages 

(Figure 1) from 64 locations and submitted them for review to the US Department of Agriculture’s 

(USDA) Animal and Plant Health Inspection Service (APHIS). APHIS identified some seeds as sacred 

Figure 1 UNCLASSIFIED  

(U) Unsolicited Seed Packages 

 
UNCLASSIFIED  

(U) Derived from the Texas Department of Agriculture 
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lotus (Nelumbo nucifera), also known as Indian lotus. While generally admissible to the United States, it 

is an aquatic plant native to Asia and is considered invasive and prohibited in some states.  

• (U) During the summer of 2020, thousands of unsolicited seed packages from the PRC were shipped 

throughout the United States. USDA warned Americans not to plant or ingest the seeds. The 

unsolicited seeds, largely common plant species, included some noxious weeds already established 

in the Homeland. However, according to news media reporting, APHIS analysts also detected two 

insect pests in addition to six “quarantine significant viruses or viroids” within the seed packages. 

(U//FOUO) Unsolicited seed packages containing invasive plant species could likely pose a significant 

risk to US agriculture. These seeds could introduce plant diseases, pests, or pathogens into local areas and 

harm crops and ecosystems. According to USDA, invasive species specifically pose a persistent threat to  

US agricultural production, forest resources, global food security, and rural economies. 

• (U) Invasive species can have damaging impacts by 

overcoming, preying on, and introducing new diseases 

that cause the decline or extinction of native species.  

• (U) Invasive species that are destructive to the 

environment and threaten native species are banned by 

federal legislation and designated as federal noxious 

weeds by the USDA. For example, Cuscuta spp., found 

within the unsolicited seed shipments, is regulated as a 

plant pest because it is a parasitic plant completely 

dependent on nutrients, carbohydrates, and water from 

host plants. Cuscuta contamination of crops seeds is very 

common and parasites can reduce crop yields and result 

in host plant death if infestations are heavy. Additional 

federal noxious weeds identified in the seed shipments 

included Ipomoea aquatica and Solanum torvum. 

(U//FOUO) The potential threat from the intentional distribution of invasive, toxic, or fungal-

contaminated seeds is likely increasing based on the recent increase of unsolicited seed packages 

received in the United States. Repeated shipments of unsolicited seeds may be an indicator that PRC-based 

senders are attempting to exploit this shipment pathway by escalating tactics to evade discovery of 

potentially harmful agricultural products and biological samples entering the United States.  

• (U//FOUO) Foreign threat actors seeking to disrupt the US agriculture industry may view unsolicited 

seed mailings as an opportunity to intentionally introduce unidentified or harmful agricultural 

products and biological materials to the Homeland while minimizing the risk of attribution. Recent 

media reporting on unsolicited seed packages highlights the threat posed to biosecurity. Increased 

awareness of these packages could inspire potential threat actors to intentionally introduce invasive 

species. 

• (U//FOUO) Escalated distributions of invasive species by mail could create damaging public health 

and agricultural implications, especially if the seeds are difficult to detect among the volume of 

international mail. If intentional mailings of harmful seeds evade detection due to enhanced 

concealment tactics, agencies responsible for agricultural inspection and biosecurity—USDA, CBP, 

and states’ agriculture departments—could see its resources strained. Public awareness and response 

(U) Federal Noxious Weeds 

(U) Federal noxious weeds are invasive plant species 
regulated under the Federal Noxious Weed Act of 
1974. The act establishes a federal program to control 
the spread of noxious weeds and gives the Secretary of 
Agriculture authority to designate plants as noxious and 
regulate their movement throughout commerce. The 
federal noxious weed list includes species that are either 
aquatic, parasitic, or terrestrial and have the capability 
of harming national forests, damaging US crops, or 
disrupting trade if they become established in the 
United States. More than 100 species are designated as 
federal noxious weeds based on invasive characteristics, 
according to USDA. It would be especially damaging if 
the unsolicited seed packages contained any designated 
invasive species.  
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efforts may be insufficient to reach all affected individuals, leading to inadvertent planting or 

improper disposal of the seeds. Additionally, the economy could be affected by potential losses in 

crop yields, increased costs for control and eradication efforts, and long-term damage to agricultural 

productivity and biodiversity. 

(U) Outlook 

(U//FOUO) Unsolicited seed packages distributed to residents within the Homeland is cause for concern as 

they may inspire the intentional introduction of invasive species and pose complex biosecurity challenges. 

These unsolicited seed packages highlight the importance of biosecurity in terms of managing and 

mitigating environmental and agricultural risks of invasive species and unknown agricultural products and 

biological materials at or near the Homeland’s ports of entry. Coordinated efforts in place between APHIS, 

CBP, and states’ agriculture departments aid the mitigation of this pervasive threat. APHIS continues 

collaborative efforts to identify and assess common shipment parameters for non-compliant entities that 

may facilitate future targeting of unsolicited seed shipments.  
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Scope, Source Summary, Reference, and Dissemination Information 

Scope Note 
 
Information  
Cut Off Date: 
5/23/2025 
 
Product ID: 
DHS-CWMD- 
159-A-2025 

(U) This Intelligence Note examines unsolicited seed packages being shipped to US residents and calls 
attention to the uptick of incidents since 2020. It is intended to inform federal, state, local, tribal, and 
territorial officials of the potential agricultural threats and risks if the unsolicited seed packages were to 
inspire an intentional attack via unknown agricultural products and biological materials. This product is 
based on publicly available materials, and it does not include law enforcement records or classified 
materials.  

Source 
Summary 
Statement 

(U) We have high confidence in our first judgment that unsolicited seed packages, primarily originating from the 
People’s Republic of China (PRC), received by households across the United States likely pose significant challenges 
for biosecurity and may inspire intentional attacks using harmful agricultural products and biological materials in 
the Homeland. This judgment is supported by subject matter expertise and a large body of reporting to include 
historical cases and data that portray the effects of harmful biologicals toward the US agricultural industry. It is also 
supported by several credible sources spanning multiple intelligence collection disciplines. We have high confidence 
in our second judgment that unsolicited seed packages containing invasive plant species could likely pose a 
significant risk to US agriculture. This judgment is also supported by our technical expertise related to the subject 
matter and peer-reviewed publications that describe the effects and implications of invasive species. We have low 
confidence in our third judgment that the potential threat of intentional distribution of invasive, toxic, or fungal-
contaminated seeds is likely increasing based on the recent increase of unsolicited seed packages received in the 
United States. This judgment is supported by multiple credible media reports revealing a trend in the prevalence of 
unsolicited seeds being sent to US residents. However, it is hindered by a lack of reporting related to threat actors 
actively plotting attacks and seeking ways to exploit unsolicited seed shipments to intentionally introduce an invasive 
species into the United States with intent to harm the food and agriculture sector. There is also a lack of reporting 
providing evidence that foreign threat actors are aware or have attempted to exploit the shipments of unsolicited 
seeds. Should we receive reporting on active plots, our confidence level would increase for this analytic assessment. 

Definitions (U) Biosecurity: The prevention of misuse through loss, theft, diversion or intentional release of pathogens, 
toxins, and any other biological materials. 

(U) Ecosystem: The complex of a community of organisms and its environment. 

(U) Introduction: The intentional or unintentional escape, release, dissemination, or placement of a species into 
an ecosystem as a result of human activity. 

(U) Invasive Species: An alien species whose introduction does or is likely to cause economic or environmental 
harm or harm to human health. 

(U) Noxious weed: A plant species that has been designated by a country, state, provincial, or national 
agricultural authority as one that is injurious to agricultural and/or horticultural crops, natural habitats and/or 
ecosystems, and/or humans or livestock. 

Probability  
& Likelihood 
Language 
Definitions  
and Estimated 
Percentage  
of Event 
Occurrence 

Almost 

No Chance 
Very Unlikely Unlikely 

Roughly 

Even Chance 
Likely Very Likely 

Almost 

Certain(ly) 

Remote 
Highly 

Improbable 

Improbable 

(improbably) 

Roughly 

Even Odds 

Probable 

(probably) 
Highly Probable Nearly Certain 

01-05% 05-20% 20-45% 45-55% 55-80% 80-95% 95-99% 

 

Reporting 
Suspicious 
Activity 

All WMD and health security threats and emergencies should be reported to 911 and your local Fusion Center. If 
you see something, say something. 

Warning 
Notices & 
Handling 
Instructions 

(U) Warning: This document contains UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO) information 
that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be 
controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to 
FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid 
need to know without prior approval of an authorized DHS official. State and local homeland security officials 
may not share this document with critical infrastructure and key resource personnel or private sector security 
officials without further approval from DHS.  

Customer 
Contact and 
Feedback 

(U) This report was written by the Chemical/Biological Branch within the DHS CWMD Intelligence Division. To 
provide feedback or for more information on this and other Homeland-related CWMD threat issues, please 
contact: cwmd.intel.rfi@hq.dhs.gov 

 

 


